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La Blockchain è una tecnologia che permette la 
creazione e gestione di un grande database distribuito 
per la gestione di transazioni condivisibili tra più nodi di 
una rete. Si tratta di un database strutturato in 
Blocchi (contenenti più transazioni) che sono tra loro 
collegati in rete in modo che ogni transazione avviata 
sulla rete debba essere validata dalla rete stessa 
nell'”analisi” di ciascun singolo blocco

Come si definisce la Blockchain? 



La Blockchain e i DLT 

Blockchain e altri Distributed Ledger 
Technologies (DLT) sono tecnologie che 
consentono alle parti geograficamente 
distanti o che non hanno alcuna fiducia 
reciproca di scambiare qualsiasi tipo di dati 
digitali su base peer-to-peer con terze parti 
o intermediari inesistenti. I dati potrebbero 
rappresentare ad esempio denaro, polizze 
assicurative, contratti, titoli di terra, cartelle 
cliniche, certificati di nascita e di 
matrimonio, acquisto e vendita di beni e 
servizi, o qualsiasi altro tipo di transazione o 
bene che possa essere tradotto in forma 
digitale.

Per essere chiari nella terminologia, 
Blockchain fa parte della più ampia 
famiglia di Distributed Ledger Technologies 
(DLT). I DLT sono tipi particolari di database 
in cui i dati vengono registrati, condivisi e 
sincronizzati su una rete distribuita di 
computer o partecipanti. Le tecnologie 
blockchain sono un particolare tipo di DLT 
che impiega tecniche crittografiche per 
registrare e sincronizzare i dati in "catene di 
blocchi". La differenza riguarda il modo in 
cui i dati vengono distribuiti, verificati e 
registrati dai partecipanti alla rete. In breve, 
tutti i tipi di Blockchain sono DLT ma non 
tutti i DLT sono Blockchain.



Blockchain è un database cronologico (ledger) che opera in una rete 
distribuita di più nodi o computer che tiene traccia delle transazioni di dati. 
Si chiama "Blockchain" a causa del particolare modo in cui le transazioni 
vengono registrate e verificate. Le informazioni su un determinato numero di 
transazioni sono organizzate e crittografate in "blocchi". Ogni nuovo blocco 
viene convalidato quando i nodi oi computer raggiungono un consenso 
attraverso la rete. Esistono diversi modi crittografici per raggiungere un 
consenso, il più noto è Proof of Work, ovvero quando un nodo o un 
computer ("minatore") risolve un complesso puzzle matematico e gli altri 
nodi lo verificano.

La Blockchain



L'intero processo assicura che ogni blocco sia creato in modo tale che lo collega in modo irrefutabile 
al precedente e al successivo, formando così una "catena di blocchi" o "blockchain". Questo record 
univoco che forma Blockchain è condiviso da ciascun nodo o computer nella rete e viene 
costantemente aggiornato e sincronizzato.

Come database o libro mastro, la blockchain crea e verifica i record di tutte le transazioni eseguite 
su una rete. I suoi processi di convalida e aggiornamento costante rendono estremamente difficile il 
verificarsi di modifiche non autorizzate o manomissioni senza che nessuno se ne accorga o venga 
registrato. Le transazioni sono aperte per l'ispezione e la convalida in qualsiasi momento per 
chiunque o per le parti autorizzate. Le chiavi pubbliche o private o firme crittografiche garantiscono 
che l'accesso sia protetto. In linea di principio è anche più resistente agli attacchi informatici poiché 
non ha un singolo punto di errore. L'esistenza di nodi multipli e distribuiti rende molto difficile indirizzare 
la maggioranza simultaneamente, o abbattere completamente l'intera rete.

La Blockchain



La blockchain non dovrebbe essere considerata una nuova tecnologia, ma piuttosto una 
combinazione unica di altre tecnologie esistenti come reti peer-to-peer, tecniche 
crittografiche, protocolli di consenso e archiviazione dati distribuita. Questa combinazione 
è stata sviluppata per la prima volta nei Bitcoin, la criptovaluta decentralizzata 
originariamente introdotta da Satoshi Nakamoto nel 2008. 

La blockchain è ancora spesso associata dall'opinione pubblica ai Bitcoin e alle 
preoccupazioni relative al riciclaggio di denaro, all'evasione fiscale, alla frode o ad altre 
attività criminali. Al di là delle controversie sui potenziali usi di Bitcoin e di altre criptovalute, 
ciò che è recentemente venuto in primo piano è il potenziale della Blockchain come 
tecnologia sottostante basata su un insieme di caratteristiche o proprietà chiave.

La Blockchain



Tre elementi chiave della blockchain

La blockchain risolve il problema 
dell'identità attraverso l'uso delle 
firme digitali. Ad ogni utente 
viene assegnato un set di due 
codici digitali: una "chiave 
privata“ (simile a un numero di 
account) e una "chiave 
pubblica" (simile a una 
password) che consente loro di 
dimostrare facilmente la loro 
identità e di emettere transazioni 
autorizzate

La blockchain risolve il problema 
della proprietà attraverso una 
tecnologia chiamata "hashing 
crittografico". Un hash 
crittografico è un pezzo di dati 
che è stato eseguito attraverso 
una funzione matematica e 
trasformato in una porzione di 
dati più breve. In una 
blockchain, ogni blocco 
contiene una rappresentazione 
con hash dei dati nel blocco 
precedente

La blockchain risolve il problema 
di verifica rendendo possibile per 
un gruppo di persone di 
verificare pubblicamente che 
una transazione sia vera, senza 
la necessità di un intermediario 
di fiducia. Nella terminologia 
blockchain, ciò è chiamato 
"consenso distribuito"

La blockchain consente agli utenti di dimostrare facilmente la propria identità, proteggere la proprietà 
del loro asset digitale e verificare le transazioni senza un intermediario

Who’s who? Who owns what? What’s true?



Il potenziale della blockchain

Trasparenza

Chiunque abbia accesso alla rete può visualizzare 
una cronologia delle transazioni in tempo reale

Immutabilità

La blockchain protegge i dati dalle manomissioni; 
nessuna entità è in grado di modificare i dati senza 
allertare la rete

Rischio di controparte ridotto 

La blockchain permette a chiunque di inviare 
denaro o token a chiunque senza un intermediario 
costoso o corrotto

Identità

La blockchain può creare e gestire identità digitali 
in maniera più economica e sicura attraverso la 
tecnologia della firma digitale, che offre alle 
persone una chiave pubblica e una chiave privata

Un utente richiede 
una transazione

La transazione 
viene trasmessa 
ad una rete di 

computer peer-to-
peer

La rete di 
computer utilizza 
algoritmi noti per 

convalidare la 
transazione

Una volta 
verificata, la 
transazione è 

raggruppata con 
altre transazioni, 

creando un nuovo 
blocco di dati.

I blocchi completati sono 
collegati tra loro in ordine 
temporale, formando una 

blockchain.

Come funziona la blockchain



The development of blockchain solution

‘Blockchain solutions will touch, if not disrupt, every major industry and will even alter the way that 
people and societies interact.’
A technology that increases efficiency, reduces costs, and promotes transparency can indeed have 
significant implications for sectors that are dedicated to driving social impact. The potential to 
transform systems and leapfrog infrastructure can enable solutions that previously weren’t thought to 
be possible. 
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A surge in new projects, 
organizations, and 
platforms oriented 
toward the use of 
blockchain technology 
began in 2013 and has 
grown at an 
accelerating pace* 

*Source: ‘Blockchain for Social Impact’, by D. J. Galen, N. Brand, L. Boucherle, R. Davis, N. Do, B. El-Baz, I. Kimura, K. Wharton, J. Lee, 
Center for Social Innovation, Stanford Graduate School for Business, RippleWorks. April 11, 2018. 
Analysis of 193 organisations, initiatives and projects that are leveraging blockchain to drive social impact. 

https://www.gsb.stanford.edu/faculty-research/faculty/doug-j-galen


The Blockchain Solutions 

Blockchain initiatives dedicated toward social impact are still in the early days — 34% were started in 
2017 or later, and 74% are still in the pilot or idea stage. But, 55% of social-good blockchain initiatives 
are estimated to impact their beneficiaries by early 2019

Democracy & Governance

Lands Right

Philanthropy, Aids & Donors

Health

Agriculture

Financial Inclusion

Energy, Climate & Environment

Time Frame for Proof of 
Concept

Case Study: e-Estonia

The Estonian government’s early adoption 
(in 2008) is the most advanced example of 
a government leveraging blockchain 
technology to enhance government 
services, with 99% of the country’s 
government services available as e-services 
through e-Estonia. These services leverage 
distributed ledger databases to lead to 
increased security, efficiency, and 
accessibility 

Source: ‘Blockchain for Social Impact’, by D. J. Galen, N. Brand, L. Boucherle, R. Davis, N. Do, B. El-Baz, I. Kimura, K. Wharton, J. Lee, 
Center for Social Innovation, RippleWorks. April 11, 2018

https://www.gsb.stanford.edu/faculty-research/faculty/doug-j-galen


When we should use Blockchain technologies

6 Blockchain Beyond the Hype

Decision Tree

This tool is intended to enable rapid initial analysis of whether blockchain is an appropriate solution for a defined problem. It 
is not intended to provide a final authoritative answer but to assist senior decision-makers in evaluating whether to deploy 
resources in exploring a blockchain-based solution to a given problem space and, if so, at what scale. The hope is that 
shifting focus to the business problem, and away from a particular solution, will mitigate the effects of the hype surrounding 
this technology and encourage a practical approach while reducing the risk of ill-advised experimentation. 

The decision tree is composed of a number of questions that assist in defining whether a blockchain is the correct 
approach for a particular business or not.

Blockchain 
Beyond 
the 
Hype

See http://wef.ch/blockchainhype for more information about this graphic.

This graphic is based on work developed by Dr. Catherine Mulligan under EPSRC 
grant CREDIT: Cryptocurrency Effects in Digital Transformations (EP/N015525/1) 
and is available under the terms of Creative Commons Attribution-NonCommer-
cial-NoDerivs 4.0 Unported License. An earlier version was published in 2017 
Journal of Strategic Change (Wiley Strategic Change. 2017;26(5):481–489)

These 11 questions will 
help you make a quick 
initial assessment of 
whether blockchain is 
the right solution for the 
problem you're facing. 

In this graphic, 
blockchain is used to 
refer to all forms of 
distributed ledger 
technology (DLT). 

DLT is a digital system in 
which transactions and 
their details are recorded 
in multiple places at the 
same time, without a 
central database or 
administrator.
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Do not use 
blockchain

Blockchain can’t do this efficiently yet,
but solutions are in development

Blockchain
may work – 
further 
research is 
needed

Strong case for blockchain
(private/permissioned ledger)*

Strong case 
for blockchain 
(public ledger)*

*See full report at 
http://wef.ch/blockchainhype 
for more information about 
public and permissioned 
ledgers. 

K. Should 
transactions be 
public?

I. Do 
contributors 
know and 
trust each 
other?

H. Do you 
require shared 
write access?

G. Are you 
managing 
contractual 
relationships or 
value exchange?

F. Do you 
want/need to rely 
on a trusted party?  
(e.g., for 
compliance or 
liability reasons)

E. Do you 
intend to 
store large 
amounts of 
non-transactional 
data as part of 
your solution?

D. Do you require 
high performance, 
rapid 
(~millisecond) 
transactions?

C. Can you 
create a 
permanent 
authoritative
record of the 
digital asset in 
question?

B. Are you 
working with 
digital assets 
(versus physical 
assets)?

A. Are you trying 
to remove  
intermediaries 
or brokers?

J. Do you need 
to be able to control 
functionality?

A. Are you trying to remove 
intermediaries or brokers?

For a blockchain to be an appropriate solution, it is 
important to understand the business context – does 
the business problem require the removal of an 
intermediary?  For example, would it be cheaper to 
collaborate directly with suppliers/competitors rather 
than use a clearinghouse?  An example of this is the 
banking industry using a solution such as CORDA to 
manage remittances between themselves – this allows 
them to deliver services faster, securely and more 
cheaply than with existing technologies.  They do this 
by redefining how business processes are delivered in 
their industry.  Another example may be removing 
brokers from an industry – such as a technology broker 
or an insurance broker.

B. Are you working with digital assets (versus 
physical assets)?

For blockchain to be successfully applied, it needs to 
be working with “digitally native” assets, meaning 
assets that can be successfully represented in a digital 
format.  While this may sound complex, it is actually 
relatively straightforward; if an asset has a physical 
representation that can change form, then it is difficult 
to effectively manage that asset on a blockchain.  An 
example of this is tracking and tracing food on the 
blockchain – if a company wishes to track and trace 
wheat across the entire supply chain as it becomes 
bread, then it is difficult to use blockchain to manage 
its transition from wheat, to flour, to bread.

C. Can you create a permanent authoritative
 record of the digital asset in question?

Can a permanent record be created for the digital 
asset in question? This is perhaps the most critical 
question that needs to be answered, since a 
blockchain needs to be the source of trust. If there are 
multiple sources of trust regarding the state of an 
object, then the object cannot be effectively stored on 
the blockchain. In those instances where a permanent 
record can be created, it is important that all parties 
that have responsibility for the state of the digital asset 
in question agree how state will be handled/managed 
in the new business process prior to any development 
occurring. Separately, is a permanent record 
desirable? If an unalterable record is superfluous or 
counterproductive, for example, in a situation where 
the need to delete information is critical, then 
blockchain/DLT is not an appropriate solution. As an 
example, it would not make sense to store an ordinary 
grocery list on a blockchain.

D. Do you require high performance, rapid 
(~millisecond) transactions?

At this point, it is appropriate to also assess the speed 
required for the business process in question.  If it 
requires millisecond performance on transactions, 
blockchains are unable to handle this effectively yet 
and it is advisable to work with either existing 
technologies or wait until blockchains can handle such 
transaction speeds. As of April 2018, various forms of 
DLT carry between a two- and ten-minute processing 
time.

E. Do you intend to store large amounts of 
non-transactional data as part of your solution?

 It is not currently advisable to store non-transactional data 
on a blockchain. If this is required for a specific use case, 
it is not advisable to use a blockchain. If, however, the 

issue is related to transaction records (rather than 
the underlying data itself), then a blockchain may be 
applicable. In all cases, any private information or data 
that may be in conflict with local and global data 
protection regulations, such as GDPR, should not be 
stored on the blockchain.

F. Do you want/need to rely on a 
trusted party? (e.g., for compliance or liability 
reasons)

 If an industry has specific requirements around the use 
of intermediaries or trusted partners, then it may be 
complicated to deploy blockchain, even if other 
benefits of its use are readily apparent. In use cases 
where regulation plays a big role, it may be necessary 
to include regulators in the project and deliver means 
by which the regulators can ensure compliance with 
laws, such as anti-trust and competition law. This 
engagement will be a critical piece that needs to be 
addressed in many industries. An example is an 
industry that has strict requirements from multiple 
regulators, such as anti-trust and environmental, each 
of which requires visibility into a different aspect of the 
transaction data, and where the issuer does not seek 
to display the entirety of the transaction data to any 
one regulator for legal or other reasons. It could be 
quite difficult to deploy a blockchain for this situation 
without regulatory engagement.

G. Are you managing contractual relationships or 
value exchange?

For blockchain to assist in reducing costs and delivering 
real business value, it is important that a blockchain looks 
at managing transactions around assets – if a 
business problem is not really about managing 
contractual relationships and value exchange, then there 
is little need for a blockchain – a different technology 
could probably solve that problem more effectively. 

H. Do you require shared write access?

Does the use case require shared write access? In 
other words, do some/all of the members of the 
network in question need to be able to write 
transactions to the blockchain?  If the use case does 
not require such shared write access, then another 
technology will probably provide a better solution.

I. Do contributors know and trust each other?

If the actors/entities already know one another and 
trust one another, there is probably no need for 
blockchain.  If they do not know or trust one another 
and/or have misaligned interests, there may be a good 
reason to use blockchain.

J. Do you need to be able to control functionality?

 If the ability to change the functionality on a blockchain 
(e.g., node distribution, permissioning, engagement 
rules, etc.) without having a detailed discussion across 
the large open source forums for blockchain is 
desirable, then you should select a PRIVATE, 
PERMISSIONED blockchain.

K. Should transactions be public?

If transactions need to be kept private, then a 
PRIVATE, PERMISSIONED blockchain is appropriate. If 
NOT, then a PUBLIC, PERMISSIONLESS blockchain 
may be used.

NO

NO

NO

Are 
contributors 
interests 
unified or 
well-aligned?
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T Could the core problem be solved without 

blockchain? 
66% say blockchain is an improvement
over other methods of solving their 
problem

20% say blockchain is a necessity for 
solving their problem 

14% say blockchain is one way to solve 
their problem, but others may be better 

Case Study: BanQu

BanQu is a U.S.-based company that uses blockchain to provide economic 
passports to those in need of a digital identity, which include unbanked 
populations, refugees, and micro-businesses operating in the world’s 
poorest regions. BanQu’s secure and accessible blockchain-based 
platform (accessible via SMS, smart- phone, or web) allows the unbanked 
and the poor to record their economic and financial transactions, 
purchase goods, and prove their existance in global supply chains 



Blockchain Initiatives Sectors 

Health

Financial Inclusion

Energy, Climate & Environment

Philanthropy, Aid & Donors

Democracy & Governance

Agriculture

Land Rights

Percentage of Catalogued Initiatives

25% initiatives were 

focused on health

13% initiatives were 

focused on financial inclusion



How Blockchain technology is used? 

Records & Verification 

Payments & Money Transfers

Platforms & Marketplace

Supply Chain Management

Digital Identity 

Various

Smart Contracts

Primary Ways of Use of 
Blockchain technology

Reduction of Risk/Fraud or Increase of Integrity/Transparency

Increased Efficiency

Enable a Process or Action that was not possible before

Reduction of Costs

Increased Scale/Reach new People

Other

Unknown

Primary Benefits of Blockchain 
technology



How Blockchain technology is used? 

For-Profit 

Non-Profit or Academia 

Unknown

Government

Foundation

Implementing Organization 
Type

The sectors with the most for-profit
initiatives are those with the greatest 
commercial opportunity: Energy 
(94%), Health (87%), and Financial 
Inclusion (78%) 

The sectors driven by non-profit or 
public funding activity are those 
traditionally rooted in non-profit or 
government activity: Philanthropy, Aid
and Donors (76%), and Democracy
and Governance (33%) 



Health

Challenges 

Implementing Organization Case Study: Modum.io 

Modum.io, founded in Zurich in 2016, 
offers an alternative passive monitoring 
system. Its hardware sensors, placed in 
each package, track temperature 
conditions of a medicinal product while 
in transit. The sensors can track packages 
for weeks at a time and are intended to 
be reused. Modum.io uses blockchain to 
ensure that the data originated from a 
particular sensor and has not been 
tampered with along the way 

For-profit

Government

Academia

Health-related blockchain initiatives must be aware of and 
responsive to constantly shifting regulatory landscapes 

Realizing the full benefits of blockchain will require an 
unprecedented degree of coordination across players, including 
agreement on a standardized transaction layer 



Digital Identity 

Challenges 

Could the core problem be solved without 
Blockchain? Case Study: AID:Tech 

AID:Tech, an Irish technology company, 
seeks to solve the problem of corruption 
in donations by creating a platform that 
enables NGOs and foreign aid 
distribution agencies to easily provision 
digital identities and to transparently 
track aid distribution worldwide. Their pilot 
solution successfully delivered and 
tracked aid distribution to Syrian refugees 
in 2015

Digital Identity initiatives are evenly split 
between problems that could be solved 
without blockchain and problems that 
could not be solved without blockchain 

How will blockchain identity data deal with the right-to-be-
forgotten laws?

In order for blockchain identity solutions to be valuable, you need 
actual users in the field to enter transaction data into the 
blockchain



Energy

Abilitare la generazione e la 
distribuzione di energia peer-to-peer 
tramite microgrid

Grazie alla tecnologia blockchain i costi di transazione 
si possono abbassare consentendo ai produttori di 
energia più piccoli di vendere energia in eccesso, 
aumentando così la concorrenza e l'efficienza della 
rete. Gli smart contracts facilitano il coordinamento in 
tempo reale dei dati di produzione da pannelli solari e 
altre installazioni, ed eseguono contratti di vendita che 
consentono flussi di energia bidirezionale attraverso la 
rete

Caso studio 

Lo Stato di New York sta lavorando per ricostruire la 
propria rete elettrica come una piattaforma 
distribuita, sfruttando un quadro che consente alle 
compagnie elettriche e ai nuovi operatori di 
collaborare. La start-up LO3 utilizza la piattaforma 
ethereum per consentire ai consumatori di 
acquistare energia direttamente dai produttori 
locali o da una microgrid che si trova 
sull'infrastruttura esistente. Brooklyn Microgrid, un 
progetto supportato da LO3 e Siemens, sta 
lavorando per creare una microgrid nel distretto di 
Brooklyn. La tecnologia blockchain consente lo 
scambio di energia tra membri della microgrid 
senza un'autorità centralizzata o un'infrastruttura 
costosa per gestire i flussi. I membri possono 
controllare le proprie preferenze sull'uso dell'energia 
con un'app mobile o un sistema smart-home

https://lo3energy.com/
https://www.brooklyn.energy/


Conclusions

Blockchain is not just a new technology: it is a new mindset. These are the emerging priorities for 
implementing blockchain solutions: 

1

3

Legal and Regulatory framework
First priority is resolving the tensions between GDPR and blockchain. The legal, fiscal and accounting status of 
tokens must be clarified as well, along with the rules surrounding the exchange of cryptoassets and fiat money 

Focus on research and experimentation 
Blockchain technology is still at an early stage level. In-depth studies and practical experiments of this 
technologies are required to test the actual benefit that can bring

Collaboration between public and private 
The pursuit of flagship projects that provide real benefits to users and demonstrate the value-add of the 
technology, will have the dual effect of creating a domestic market for innovative entrepreneurs, and 
encouraging investors to fund more local projects 

2


